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KOHTDO)’I@D o0OMeXKeHH4 OOCTVYITY

U-PROX IP400

[MOCIOHVK 31 BCTAHOBNEHHS Ta ekcnayaTaLil

[MpaBa Ta ix 3axucT
Yci npaBa Ha el AoKyMeHT Mae koMmnaHiga «Limited Liability Company Integrated Technical
Vision».



Toprosi MapKku
ITV® Ta U-PROX® € 3apeecTpoBaHMMM TOProBMMKM MapKamu Kommnaxii Limited
Liability Company Integrated Technical Vision.

[Mpo uer goKyMeHT
[aHnii nocibHWK 3 eKcnyaTauii onMcye NopsaaoK BCTAHOBEHHSA, MIAKMIOYEHHS Ta
eKcnnyaTauii KoHTponepa cuctemun KepyBaHHa goctynoMm U-PROX IP400 (Hapani
KOHTponep). MNepen MOHTaKeM KOHTPOIepa PETEbHO BUBYITE L0 IHCTRYKLIO.
XapaKTepuCTUKK Ta NapaMeTpu KOHTPOolepa onucaHi y po3aini XapakTepuctukn. Y
po3nini TepMiHWOAETbCA MOSICHEHHA TEPMIHIB, WO 3yCTPiYalThCa B OaHOMY
OOKYMEHTI.
30BHILWHIA BUrSA KOHTPONEPa, ONWC KOHTAKTIB Ta pexxmnMie poboTn HaBeAeHO B
po3aini Onuc Ta poboTa. [MopAaaoK MOHTaXKy, NIAKIOYEHHSA 30BHIWHIX NMPUCTPOIB Ta
HanawTyBaHHA KOHTpPO/epa onucaHi B po3fini AnroputM poboTu B 1OKabHIN
Mepexi

YBara! [Nepen MOHTaXKeM Ta NigKA0YEHHAM KOHTPOepa CNif YBaXKHO BMBYUTH
uen nocibHWK 3 ekcnayatauii. BUKOHaHHS MOHTaxKy, NigKMoYeHHS KOHTponepa
OOMYCKaETbCst nmwe ocobaMu YM  opraHizauismu, €Ki MalTb BignoBiOHI
NOBHOBa>KEHHs Bif, BUPOOHMKaA.

HaBuYaHHA Ta TeXHIYHa NiATPVMKaA
Kypcn HaB4YaHHA, WO OXOMol0Tb MUTaHHA BCTAHOBAEHHS Ta BWKOPMWCTaHHSA
koHTponepa U-PROX IP400, npoBoadatbca komnaHiewo «Limited Liability Company
Integrated Technical Vision». LLLo6 oTprvmaTu goaatkoBy iHdopMaLiiio, 38'sxKiTbca 3
nepcoHanom «Limited Liability Company Integrated Technical Vision» 3a
TenedoHaMu, BKazaHUMM HUXKYE.
TexHiyHa nigTpuMKa ong Beiei npoaykuii U-PROX 3abe3neuyeTbes B pobounii Yac:
+38(091) 481 01 69
support@u-prox.systems
https://t.me/u_prox_support_bot
3a3Ha4dyeHa nNiaTpMMKa OpPIEHTOBaHa Ha MIAroToBAeHWX cneuianicTiB. KiHuesi
KopucTyBadi npoaykuii «Limited Liability Company Integrated Technical Vision»
MOBWHHI 3B'A3yBaTMCA 3i CBOIMW AMAepamMy abo YyCTaHOBHWKAMW mnepen TUM, aK
3BepTaTucsa no «Limited Liability Company Integrated Technical Vision».
TexHiyHa iHdopMaLis AOCTyNHa Ha CalTi: www.u-prox.systems
CepTudikauia
«Limited Liability Company Integrated Technical Vision» 3asBnsqe, wo U-PROX IP400
Binnosigae [JupexkTnei Npo enexkTpoMarHiTHy cymicHicts 2014/30/EU ta OupekTusi
2011/65/EU (RoHS). Opwuridan [eknapauii BiANOBIAHOCTI AOCTYNHWIA Ha CcanTi
www.u-prox.systems y posgini Ceptudikatu.
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Onuc KoHTpoepa
KoHtponep U-PROX IP400 — npucTpilt, npr3HadeHnn Ana KepyBaHHSA AOCTYNOM 40
YKUTNOBUX Ta BUPOOHMYMX MPUMILLLEHb, 06Ky Yacy Mpoxony Ta Nomgil.
KoHTponep NocTaBnAeTbCS Y KOPMyCi 3 6/I0KOM >KUBAEHHS.
KoHTponep mpauoe 3 ABOMa 34MTyBayaMu, WO MiAKNOYAIOTECA 3a IHTepPdENCOM
Wiegand.
U-PROX IP400 06pobnse iHhopMaLiito, Lo HaAXOAMUTb 3i 3UNTyBaya (34MTyBadiB), Ta
3a [OMOMOroK YOTUPBbOX Pesie 3AIMCHIOE KOMyTauito BUKOHaB4YMX MPUCTPOIB
(HanpwKknag, 3aMKiB, CYPEHM TOLLO).
HaaBHiCTb BOCbMM [00ATKOBMX BXOMIB 3 Pi3HWMKM BapiaHTaMu MNporpamyBaHHs
[03BOMAE LiNogoboBO KOHTPOOBATA BICIM OXOPOHHMX 30H (3 KOHTpOSeM 3a
CTPYMOM).
KoHTponep Moxke npauoBaTh Sk aBTOHOMHO, TaK i y cknafi Mepexi. [nsa o6'eqHaHHs
KoHTponepiB y Mmepexxy CKY [ cny>knte iHTepdeic Ethernet (nposigHa koMn'toTepHa
Mepex<a).
Y KoHTponepi nepenbdayeHo PyHKLItO NporpaMyBaHHA MepeXKeBUX HanawTyBaHb Ta
OHOBJIEHHS M0Oro Mikponporpamm Yepes cTaHgapTHK nopT USB (micro USB B).
MKMBNeHHA KOHTponepa 34IMCHIOETLCA B Axkepena 12B.
KonTponep U-PROX IP400 Mae po3BMHEHI anapaTHi MOX/IMBOCTI Ta iHTeNeKTya bHi
PYHKUIT ANa KepyBaHHSA OBOMa ABepVMa 3 OAHUM 34MUTyBa4eM Ta KHOMKOIO 3anuTy
npoxofy (ABOE 0AHOCTOPOHHIX ABepei) abo 0AHMMM ABEPVIMa 3 ABOMa 34MTYyBaYaMm
(nBoCTOPOHHI ABepi). Benukunii obcar eHeproHesanexkHoi nam'aTi [03BOJSE
BMKOPWCTOBYBATW KOHTPOEP O/ OpraHi3auil KepyBaHHA OOCTYMOM i3 Ki/IbKICTIO
MOCTiIMHWX cniBpobiTHMKIB A0 31768 4onogik Ta oo 1000 BiaBigyBadyiB (TMM4Yacosi
KapTKK).
PeTtenbHo npoayMaHi TexHiuHi Ta KOHCTPYKTOPCbKI pilleHHs, KOoMyHiKauis no
KoMMN'toTepHi Mepexki Ethernet, eHeproHesane)kHa NnamM'aTb Ta rOAMHHKK PeanbHOro
4acy, 3axMCT KOMYHIKaUiHKMX MOpTiB Ta MOPTIB 34MUTyBa4iB Bi KOPOTKOro
3aMUKaHHS, MepeHanpyry Ta MNepenoscyBaHHA — BCce Lle [03BOSSE
BUKOPWCTOBYBaTW KOHTpoOMep Ana nobydoBM PI3HUX CUCTEM  KOHTPOJO Ta
YNPaBAiHHA AOCTYMNOM.

[MpuU3HadYeHHa Nnpunagy
KoHTponep U-PROX IP400 npraHadeHuin ona poboTu y CKNafdi CUcTeM KOHTPOIO Ta
kepyBaHHA poctynoM (CKYL) pisHoro macwTaby Bia CKYL HeBenukoro odicy Ao
npoxigHoi Benukoro nignpuemctea. Y CKY[Il KoHTponepu o6'egHytoTbcs Mo
KOMM'IOTEPHI Mepexxi .
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KoHTponep 003BONSE OpraHizyBaTy LOCTYN Y ABa Pi3HMX NPUMIlLEeHHs abo B oaHe

NPUMILLEHHS, ane 3 KOHTPOMEM AK BXOAY, TaK i BUXOLY, @ TAKOXK CUCTEMY CUTHani3aui

NpUMIilleHb, MOB'A3aHWX 3 AaHVWMKM TOoYKaMu MpoxXody. Y pa3i O4HOYaCHOro

KOHTPOJIO BXOLY Ta BMX0Ay 3 NpUMilLeHHs 3abe3nedyeTbca ddyHKUia "AHTnay6nb" .
XapaKTepuUcTuKm

®  KuBNeHHs - 30BHILIHE Oykepeno 12B:
= CTpyM cnoxkumBaHHs Big axkepena 12 B (npu Bigknw4deHmnx
HaBaHTaXkeHHsx), He Binbwe 160 MA
. AMNNITYAa Nynbcauin gyxepena *XMBAEHHSA MOCTIMHOIo CTPyMY, He
6inbwe 500 mB

®  MOoKIMBICTb  NIOKAYEHHA  30BHILWHIX  34MTyBa4iB  HE3KOHTAKTHMX
ineHTudikaToPiB, AKI NpauioTe v npoTokoni Wiegand 26, 32, 34, 37, 40,
42,56, 58, 64, 80 6iTis.

®  BiciM BX0AIB ANS NigKM0YEHHA WNendiB 3 KOHTpoNeM CTpyMy (KiHLEeBUA
pesuctop — 2,2 KOm)

® [Iga pene (koHTakT NO, NC, COM) 5 A @ 24 B
® [IBa pene (koHTakTn NO, COM) 1 A @ 24 B

®  OpuvH nopt USB onga koHgirypauii MepexkeBux HanalTyBaHb (015 3B'A3Ky
i3 cepBepoM CKY[) Ta OHOBMEHHS Oro MikponporpamMm 4depes
cTaHgapTHWI nopT USB (micro USB B).

®  KOHTPONIE BIAKPUTTA KOpNycy Npunaay

® [lopT Ethernet 10BASE-T/100BASE-TX

® [JoBHa KOHWirypauiad BWKOHYeTbCA 3a jgonomorow CKY[L 4yepes
KOMM'IOTEPHY Mepexxy

®  [OAMHHWK peanbHoro vacy

®  OyHKUig AHTMOYOb

® FHeproHesanexHa nam'are:

lopeHTndikaTopis 31768
noain 47000
TaM-30H 250
TWKHEBNX PO3KIaais 250
cBAT 250
TuMyacoBux ineHTUdikaTopis 1000
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TepMiHn
loeHTudikaTopy

Y cuctemMax KepyBaHHS [OCTYMOM KOXEH KOpWCTyBay Mae igeHTMdikaTop i3
YHIKanbHMM KOAOM. |OeHTUdiKaTopy MOXKYTb MaTu BUIAAA MAACTUKOBOI KapTKM,
Openoka Ta iH.

34yuTyBaYy

[na YuTaHHSA KOAIB IAEHTUMIKATOPIB MPU3HAYEHO 34MTYBaYI, WO NiAKAI0Ya0TLCA 40
KoHTponepa CKY/.

[cHYe Kinbka MOWWPEeHUX TUMIB ioeHTUdIKaTopiB Ta 34yMTyBadiB ona Hux. [lpu
NigKMoYeHHI 00 KOHTpo/siepa BaxkAuMBO, WOO BIAMNOBIAAB TUM iHTepdency MK
3UMTyBayYeM Ta KoHTposepoM. [nda nmigkmoyeHHs 0o kKoHTponepa U-PROX IP400
BUKOPUCTOBYETbCSH iHTepdeic Wiegand.

PIN-kop

[Bepi

AKWO 34MTyBadi MaloTb BOyOOBaHy KhaBiaTypy, TO iOeHTUdIKATOPOM MoxKe
BUCTYNaTX KOA, WO BBOAWTHLCS 3 KNaBiaTypu. 3a3Buyai el Koa HasmBatoTb PIN-
KOAOM, BiH MOXKe OyTK CaMOCTIMHUM iAeHTUdIKaTOPOM abo CNYXKUTK AOMOBHEHHAM
00 KapTKu abo 6Openoka, Toni nicnd mnpen'aBneHHa KapTKW 3umTyBad "oudikye"
BBeaeHHsA PIN-koay.

Micue, Touka pocTyny, Oe 6HesnocepedHbO 3AIMCHIOETbCA KOHTPOMb OOCTYyMy
(HanpwKknag ABepi, TypHiKeT, kabiHa npoxoay, obnafHaHi HeobxioHMMK 3acobamu
KOHTPO/O).

Touka poctyny

One. [Bepi.

Touka npoxoay

Touka npoxony - ue noridHa oamnHnua CKY/, wo ynpasnse npoxonom 4epes asepi
B O[JHOMY HampsMKy | BK/OYAE 34MTyBady, KOHTpPoep (abo 4acTUHY KOHTposepa),
BVIKOHABYMA MexaHi3M. TakMM YMHOM, TYPHIKET i3 KOHTponeM npoxody B obunaBi
CTOPOHW CKMafaE ABi TOYKM NMPOXOAY, a ABEPI 3i 3UMTyBaYeM nulle 3 0OO4HOro 6oKy —
OoflHa ToYKa npoxony. [Bepi, o CKNafaTbhea 3 BOX TOYOK MPOX0AyY, Ha3lBaloTbCs
OBOCTOPOHHIMW, a [AOBepi, WO CKAagalTbcsd 3  OAHIEI TOYKM Mpoxoay —
OOHOCTOPOHHIMW.

KoHTponep obmerkeHHs goctyny U-PROX I1P400



KHonka 3anunTy Ha BUXif
Y pasi OAHOCTOPOHHIX OBepeil ANa BMXOAYy 3 MPUMILLEHHA BUKOPUCTOBYETLCH
KHOMKa, NigKIo4eHa 00 KOHTpoepa — KHOMKa 3annTy Ha BuXia. BiokpuTTs aoBepei
Oyab-AKUM  IHLWMM CNOCOBOM: HATUCKaHHAM KHOMKM Ha efleKTpo3aMKy, 3a
0OMOMOrot KAYa i T.4. - MPUBOANTL A0 BUHUKHEHHS nofaii 3/TOM [BEPEW.
KHOMKa 3anuTy Ha BWUXiA MOXKe TaKOX BMKOPWCTOBYBATWUCb ONS OMCTaHLIMHOMO
BiJUYMHEHHA OBEPEN.

HaTuvk npoxony ([BepHUA KOHTAKT)

MpaBnnbHO cnpoexkToBaHa CKYJ[l Mae KOHTpOMOBaTK CTaH TOYKM Mpoxomy:
NONOXEHHSt [OBEPHOro MosioTHa, CTPinM wnarbaymy, poTopa TYpPHIKETY ToL.O.
3aBaaxy ubomy CKY[] Morke 3anobirati cuTyalii, Konm no oAHOMY igeHTUdIKaTopy
NPOXOAMTb KiNbKa /oAer, ABepi nicns NpoxoAy KOpWUCTyBada 3anvuwunnancs
BIAYMHEHUMM | T.0.

[Ona uboro Ao BXoAy KOHTPO/epa MiAKMOYAETbCA MarHiTHUM OaTd4nMK 3aKpUTTS
OBepel, [aTymK TMOMOXKEHHS poTopa TypHiKeTa, AaTYMK MONOXKEHHA CTpinu
wnarbayma. Bxig, 4o AKOro niaktoYaloTeCa Ui AaTYMKN, HAa3MBAETLCS BXIiA AaTUMKa
npoxoay (abo ABEPHOro KOHTaKTY).

AHTMOY6Nb (AntiPassBack)

Y KoHTponepi nepepnbaveHa yHKLIA aHTUAYONb, Aka HeobxigHa Ang 3anobiraHHa
cuTyaUil, KoM OOWH KOPWCTYBa4, NpoMwoBlWM Yepe3 ABepi, kepoBaHi CKY[, B
OOHOMY HanpAMKy, nepefac CBilt ineHTUdIKaTop IHWOMY KOPUCTOBaYy. AKLWLO Lo
QYHKLUiO YBIMKHEHO, TO KOHTpOMep BIACTEXKYE MOMOMKEHHS ineHTMdikaTopa —
BCepeanHi/3oBHi. [Npn cnpobi NOBTOPHOrO MPOoXoay B 04HOMY HAaNPAMKY KOHTPOep
CKY[ BsigmoBnse y goctyni i reHepye nosigomnenda Y JOCTYT BIAMOBWHO,
AHTMOYB/b.

YBIMKHYTM  YHKLIIO  aHTMOYONb  MOXXHa NMlle  SKUWO  KOHTPOSiep  Kepye
[OBOCTOPOHHIMI ABEpPVMA.

[fnobanbHWt aHTMAY6Nb (AntiPassBack)
Bincrte)xkeHHs nepemilleHHs igeHTMdikaTopa Yepes yci NiAKOHTPONbHI ABepi. [pn
rnobanbHoOMy aHTMAYONI BUKOHYETbCA MOAIN 06'€EKTa Ha 30HKW OOCTYMNY, NPOXiA AKNX
MOXKNVBWUIA  4Yepe3 Kinbka Asepeir. [lpn  cnpobax MNOBTOPHOro npoxoay,
HEeCaHKLUiOHOBAHOro BMKOPUCTaHHA ioeHTUdIKaTopa B AaHWX 30Hax KOHTpofepu
CKY[ BigMoBAAlOTb Yy [OCTYMi Ta reHepyloTb MOBiAOMIEHHSA TNOBAJIBHNA
AHTVOYB b: Y AOCTYT BIAMOBJIEHO.
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[HTepBan "yac npoxony"
[Npy MopyLlEeHHI OBEPHOrO KOHTAKTY, TO4YKa MPOXOAYy MEepexoduTb Y PexXUM
"Tpuora" (anB. Pexknum "Tpusora"Huwkye). TpvBora He BKIOYAETHCA, AKLLO KOHTAKT
rnopylleHo nig dYac iHTepsany "dac npoxony'. IHTepBan MOYMHAETbCH, KoMK
KOHTPONEP AO3BOMSAE MPOXIiA KOPUCTYBaYeBi. TpWBanicTb iHTEpPBaay 3a4aEeTbCA Mig
4yac nporpaMyBaHHA. TakoXK 4Yac Mpoxofdy 3aKiH4yeTbCs MpW MOPYLWeHH Ta
noaanbliOMy BiAHOBAEHHI ABEPHOrO KOHTAKTY.

Cnpoba nigbopy ineHTudikatopa
Y KoHTponepi nepeabaveHa yHKLUiS, WO BKIOYAE PEXKUM TPMBOMM, AKUIO KilbKa
pasiB nocninb 6yno Npen'aBneHo igeHTMdIKaTop, WO He 3aPEECTPOBAHNI B CUCTEMI.
[lokas 3apeecTpoBaHOro iAeHTUgIKaTopa CKUOAE NiYMIBHUK KiNbKOCTI crpob
ninbopy igeHTMdikaTopa. [Npy NporpamMyBaHHi KOHTPOEPa MOXKHa YBIMKHYTU Lit0
yHKLO | BKasaTK KiNbKiCTb Npen'aBneHb.

Posknagn
[pn HanawTyBaHHI NpaB AOCTYMNYy KOPUCTYBa4iB BKa3ylOTbCA iHTepBa M 4acy Ta
0aTK, 33 AKUMU JO3BONISETbCS Mpoxia,.
Y KoHTponepi Moxxe 3bepiratnca oo 250 dacoBux iHTepBanis, i3 UMX 4acoOBUX
iHTepBaniB MoXKHa cTaHoBUTK 00 250 TMXKHEBUX PO3KIaAIB.
KpiM Toro, icHyloTb CBSATKOBI AHI, WO 3yCTpiYaloTbCs pa3 Ha Pik, Takux gaT vy
KOHTponepi Moxke 6yTn 3anaHo ao 250.

TaliM30HM (YacoBi iHTepBan)
TaliM30Ha € CKNagoBO PO3KAady, | CAYXKUTb opraHisauii 4acoBux iHTepBanis |
3B'A3yBaHHsA iX 3 npaBaMu poctyny. Cny»kaTb O1a NepeBipKM npaB AoCTyny Ta Ans
BNUKOHAHHS iHLWWX DYHKLIY, W0 6a3yt0TbCa Ha PO3KIaaax.

3aBaHTarkKeHH4A
[licns  nporpaMyBaHHs  BXO[iB, BWXOAIB, MpaB [OOCTyrny A4S  BACHUKIB
ioeHTudiKaTopiB  Ta IHWWX MapaMeTpiB KOHTpo/epa HeobXiAHO 3aBaHTaKUTU
koHTponep. [lig 4Yac 3aBaHTaXKeHHa fAaHi NpPo HanalTyBaHHSA MOTPanasioTb 3
KoMn'toTepa [0 KOHTposepa.
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Onuc Ta poboTa

bynosa KoHTponepa
30BHILWHIM BUTS NPUCTPOO NpeacTasneHuii Man. 1.
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Puc. 1. 3osHiwHin surnan U-PROX IP400
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Po3zTallyBaHHA Ha MaTi KOHTposiepa NMepeMuyoK (OXkKamnepis), KHOMOK i 3HIMHMX
KOJI0[OK 3 PO3'eMamMu Ta ix MPU3HaYeHHA MokasaHo Ha Marn. 2.

U-Prox IP400
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BD YepROHUA CRITHOION 2. BumKHyTH NpUCTpiA
D1 DATA 1 3 Mopaty #uaneHHs
Do DATAQ 4. Nigeanatues no USB (nocTyn aossoneto
GND | - kMBneHHA 3uMTvBaya nporaron 10 cekyiia)
+12V ]+ xuBneHHs 3WTyBaYa TMP CKUAaHHRA [0 32BOACHKMX HaNAWTYBaHb:
FACT 1. Bigkputu kopnyc npunaay (nopywuti TMP)

2. BUMKHYTW NpucTpiit

3. BeraHosutu nepewnsiky FACT

3. MopgaTu KUBMEHHA

4. 3auexatin 40-50 cexyH A, abo, AKWO NIAKTOYEH]
3UMTYBAYI, AONEKATHCA B KOPOTHIX 3BYKOBMX
curHania

Puc. 2. 30BHIiWHIM BUrAsSO NnaTy KOHTponepa
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[Mpr3HaYeHHs KOHTaKTIB KOHTponepa

KoHTakT Haszga [Npmn3HadeHHs

yal 71
72 Y
73 Z3
74 74
/5 /5 KoHTaKTW Ans nigkNtoYeHHs Wwnendis
76 76
77 77
78 VAS
GND GND
NC1 HOPMa/IbHO 3aMKHYTUIA
NO1 HOPMa/lbHO PO3iIMKHEHWA KoHTakTn pene 1
C1l 3aranbHui
NC2 HOPMa/ibHO 3aMKHYTUIA
NO2 HOPMa/IbHO PO3iIMKHEHWA KoHTakTu pene 2
C2 3aranbHui
NO3 HOPMa/IbHO PO3iIMKHEHNA

= KoHTakTh pene 3
C3 3aranbHui
NO4 HOPMa/IbHO PO3iIMKHEHWA

— KoHTakTu pene 4
C4 3aranbHNii
1BZ 6y3ep
1GN 3e1eHn ceiTnoaion,
1RD 4epBOHWI cBiTNOAION .

MioKNoYeHHs BUHOCHOIO 34nTyBaYa 1
101 Data 1 (Touka npoxony A)
1D0 Data O
+12V HuBneHHs
GND GND
2BZ 6y3ep
2GN 3e1eHW CBITNoaion,
2RD 4epBOHWIA cBiTNOAION )
[MigKNIOYEHHS BUHOCHOTO 34MTyBaya 2

2b1 Data 1 (Touka npoxopny B)
2D0 Data O
+12V MuBneHHs
GND GND
E+ [ioKNYeHHA 30BHIHBOrO Ayxepena
GND YKMBEHHA
ACG AKYMYyNATOpP B HOPMi
PWG Meperka 220B y HopMi CvrHanu Bia LyKepena »KUBNeHHS

12
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TMP Tamnep LlaTurK po3KpUTTa Kopnycy

Pos'em USB
USB Micro B USB po3'em BrkopurcToByeTbCA A5 MOYaTKOBOI
KOHMirypaLii MEPEXKHNX HanalTyBaHb
Ta OHOBJIEHHA MIKPOMpPOrpamm

[NepemMuykn
CepsBicHi
. TMP —Tamnep (AaTtuymK po3TUHY Kopnycy)
. FACT - ckMAaaHHS B 3aBOACHKI YCTaHOBKMN
KHonku

. BUT1 — KHoMKa 3anm1Ty npoxoay ANs To4kM npoxody A
. BUT2 - kKHoMKa 3anuTy npoxoay AN ToYKM npoxoay B

CBIiTN0O3BYKOBa iHAMKALLIA KOHTPOEPa
MosT1uit ceitnopion - LED:

®  yeproBuii pexxum (nepiognyHe MUroTiHHS):
o 1 KopoTKWI iMNyNbC pas Ha cekyHay — 3B'930K i3 cepsepoM CKY ],
Y HOPMI;
O 2 KOPOTKIi iMNyNbCK pa3s Ha CekyHOy — 3B'930K i3 cepaepom CKYL]
BiACYTHIN
° 4YacTe MUroTiHHS — BifOYBAETbCS 3aBaHTaXKeHHA [aHVX i3 cepBepa

®  peXKUM 3aBAHTAXKEHHS!
o CBITNOAI0A BKMOYEHNI NPOTATOM 5 CeKyH/ - AeTEKTYBaHHA BiAKPUTTS
Kopnycy (nopyteHHa TMP), Bxia v pexxrM 3aBaHTaXKyBaHHs
O YacTe MUTOTIHHA — OYiKyBaHHA B PeXWMi 3aBaHTa)KyBaHHA (0AATHYyTa
nepemmnyka FACT), Takox Taka IHAMKAUIS BCTAHOBIOETLCS MpwU
HeBOani cnpobi OHOBEHHA MiIKpONporpamm
o B KOPOTKMX 3BYKOBMX CUrHanNiB - yCrnilHe 3aBaHTaXkKeHHs
MiKponporpamm
o 2 KOPOTKIi 3BYKOBI CUTHANW — BUXIi[, i3 PEXKMMY 3aBaHTa>KEHHS
® § KOPOTKMX 3BYKOBMX CUIrHaniB (Npu BIAKPUTOMY KOPMyci (MopylieHomy
TMP) Ta 3akopoueHiin nepemmyui FACT) — 3pobneHo CKMAaHHS B 3aBOACHKI
YCTaHOBKM
CsiTnopgiog Link :
®  CBiTUTbCS - Ethernet kKabenb cnpaBHWii
CsiTnogaion Act.:

o yacTe MUTOoTIHHA — BiAOYBaETbCA 0OMIH AaHVMM

13 KoHTponep obmerkeHHs goctyny U-PROX I1P400



CBiTNno3BYKOBa iHAMKALIA 3UMTyBa4YiB KOHTpPOepa

[HOVKaUis pexkrMiB OOCTYNY 30IMCHIOETHCS 3a AOMOMOro 34MTyBaYiB KOHTpPOsepa.
[na KoXKHOro KoHTposepa Moxke OyTW BMKOHAHO iHAMBIAyanbHe HanawTyBaHHA
iHOMKauii 3 nporpamHoro sabesneverHs CKY[. HanawTyBaHHs npenctaBneHi y
BUrNsaai Tabnuui 3 KombiHaLUigMK 3BYKOBOT Ta CBITMI0BOI iHAMKALLT.

3Ha4YyeHHa iHOMKaLT 33 3aMOBYYBaHHAM:

Pexxum

IHAVKaLig 34nTyBadiB

HeproBuii pexkxmm

Be3s 3ByKy, MUIOTIHHSA YepBOHMM 1 pa3 Ha cekyHOy

KoHTponb PIN-koay

Bes 3ByKy, MUIOTIHHA YepPBOHWUN-3eNeHn A 1 pas Ha cekyHay

yBIMKHEHO

BinbHWin npoxig Be3 3ByKy, MUTOTIHHSA 3eNeHUi->K0BTUI 1 pa3 Ha CeKkyHAay
bnokyBaHHs be3s 3ByKy, MUIOTIHHSA YepPBOHUN-KOBTUI 1 pa3 Ha cekyHOy
Tpusora Bes 3ByKy, yepBoOHM He3NepepBHO

PeecTpalis KapTKu be3s 3ByKy, MUIOTIHHSA 3eneHuii 1 pa3 Ha cekyHay
[Hiuianizauis Bes 3ByKy, 6e3 cBiTN0BOI iHAMKaLT

3aBaHTa)KeHHs Bes 3ByKy, YepBoOHM He3NepepBHO

OuikyBaHHA  BBeAeHHS
PIN-kony

be3s 3ByKy, MUIOTIHHS »KOBTWIA 1 pa3 Ha cekyHay

,D,OCTW"I A03BOJIEHO

Bes 3ByKy, 3eneHnin 6e3anepepBHO

HocTyn 3abopoHeHo

3BYyK 6e3nepepBHO, YepBOHUI 6e3nepepBHO

PoboTa KoOHTponepa

KoHTponepn nNocTaBnaloTbCA Yy He3aBaHTaXKeHOMYy  CTaHi, Yy  33aBOACbKMX

HanawTyBaHHAX. Y LUbOMY CTaHi >)KOBTUI CBITNOAI04 Ha KOHTponepi bammae 1 pas Ha
cekyHay. Ona pobotn koHTponepa B CKVY[] HeobxigHO 3aBaHTaXkUTW B HBOrO
MeperKeBi HanalwTyBaHHs 3a 4oMoMorot nporpamn "KoHdirypatop".

KOMMEKTY).

YBaral PekoMeHOyeEMO BCTaHOBWTW Ha BCi BXOOW KOHTpPOJSEpa pes3ncropu (3

[Micna 3aBaHTaXKeHHA HaNaWTyBaHb Y KOHTPOEP, i 38 YMOBY He MOpYLIEHUX BXOLIB,
KOHTPONEP MNEPeXOanTb Y pexkiM "Yeprosuin”.

CKMAaaHHA KOHTPOMepa B He3aBaHTa)KeHn CTaH 34iNCHIOETbCA /INLLIE KOMaHO00 3
Komn'toTepa, AMB. IHCTPYKLitO 3 MPOorpaMyBaHHS.

KoHTponep Moke KepyBaTW [BOMa HE3aNEXHVMMM TOYKaMM MPOXoAy. 1ouKa
NPOXoay Moxke ByTKh B 4OTMPbOX pexkmumax: "Yeprosuii”, "Tpmsora", "BnokyBaHHa"
i "BinbHWin npoxia". Hasuwmii npiopnteT y pexknumy "BinbHuii npoxif", ocKinbKu
LUel pexkuM BKIIYAETBCA Y pasi MOXKexi, MoTiM MayTe pexxkumu "bnokyBaHHA",
"Tpusora" Ta "HYeprosuin”.
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"Yeprosuin" pexxknm
“eproBuii PeXKMM — Lie OCHOBHUI pPeXXMM poboTn KOHTpoepa. Y LIbOMY PEeXXMMI
KOHTPO/IEp Hada€e UM BiAMOBAE Y AOCTYMi BNACHMKaM igeHT1diKaTopiB.

[poxin npv npen'aBneHH igeHTudikaTtopa
[na npoxoay Yepes ABepi KOpUCTyBaY MiAHOCUTE 6E3KOHTaKTHUIA ieHTUdIKaTop A0
34YnTyBaYva. AKLLO i0eHTNdIKAaTOP 3apPEECTPOBaHMIA | 3apa3 MpPoXik A03BOJMIEHO, TO
[OBEPi BiAYMHAIOTBCA (KOHTPOIEP aKTUBYE BUKOHABYMUIA MEXaHIi3M).

[Npoxin npv npen'ssneHHi igeHTruikatopa Ta PIN-koay
[Micna npen'aBneHHsa 3apeECTPOBAHONO iAeHTMdIKaTopa KOHTPONEP MEPEBIPAE, UM
noTpibHe BBemeHHs PIN-kogy i, AKWO MOTPIOHO, TO BK/OYAETHCA OYiKyBaHHSA
BBemdeHHa PIN-koay. Micng BBegeHHA npaBunibHoro PIN-koay BiAKpMBaETLCH TOUKA
npoxoay (aKTUBYETLCA BUKOHABYMIA MEXAHI3M).

[poxin KHOMKOW 3amnuTy Npoxoay (ANCTaHUIMHOro BiAKPpUTTS ABepeii)
Buxig i3 npuMilleHHss 3 OOHOCTOPOHHBOK TOYKOKW npoxody abo Mnpomnyck
BiABiAyBayiB BigOyBa€eTbCA 3a JOMNOMOr0O KHOMKM 3anuTy npoxoay. HaTnckaHHs Ta
BIANYCKaHHSA KHOMKM 3anuTy NpOXOoAy BIAKPWBAE TOUKY MNPOXony (aKTUBYETbCH
BUKOHABYMI MEXaHI3M).

BigmoBa y AoCTyri npv ripen'ssneHHi igeHTrgikatopa
BnacHuky ineHTndikaTopa Moxke 6yTY BiAMOBIEHO Y AOCTYMi 3 TAKNX MPUYMH!

®  KOHTpPosep nepebyBa€ y He3aBaHTa>KEHOMY CTaHi

®  KapTKa He 3apeecTpoBaHa y KOHTPosepi

®  TepMiH Aii KapTK1 MUHYB

®  Ha AaHWi Yac Ta/abo AeHb TWXKHS A0CTYN 3a60POHEHO

®  crnpoba NOBTOPHOIo MPOXoay nNpu BKoYeHin dyHKuii "AHTMAY6Nb"

® [Mpen'aBneHo ioeHTUdIKATOpP, 3apeecTpoBaHWi gk 3arybneHuin  abo
3ab/10K0BaHN

®  KOHTpONep 3HaXoAMUTbCs B pexkuMi "Tpusora"
®  KOHTPOMIEP 3HAXOAUTLCH B pexxkiMi "BnokyBaHHA" ,
®  TepMiH MoYaTKy Ail TUMYacoBOI KapTKM LLe He HacTaB.,

®  BUYEPNaHO NiYUIBHMK MNPOXOAIB ANA  TWMMYACOBOI KapTKM (KapTKa
BiABiAyBaya).
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Pexxkmm

Pexxim

"Tpuneora"

Touka Npoxony NepexoanTb y pexxkmum "Tpueora" npr HeCaHKLUiOHOBAaHOMY MPOXOAI
(3noM npoxopy), BIOKPWUTTI KOpMyCy KOHTponepa, npen'ssneHHi ineHTMdikaTopa,
3anMCcaHoro Ak 3arybneHnii, AKLLO ABepi BiAKPUTI 3aHaATO A0Bro (NepesuieHo Yac
BIIKPUTOro CTaHy [Beper) i sKUWO BK/OYeHa BiAMoBiAHa dyHKUis nigbopy
ineHTudikaTopa.

Y pexxkuMi "Tpusora" KoHTponep aKTMBYE BMXOoAM, nMpusHadeHi gk TPVBOMA Ta
CUPEHA. TpuBOXHUIA BUXIA 3aNMWAETBCA aKTUBOBAHUM [0 BUMKHEHHS PEXUMY
"Tpueora", a suxony, npmaHadeHomy gk CVIPEHA, nporpaMyeTbcs yac 3ByYaHHSA
CUPEHN.

AKWO Touyka npoxody nepebyBae y pexkumi "Tpueora", To mpoxig Kpisb HbOro
3abnoKkoBaHo. [1Bepi MOXKyTb OyTH BiAUMHEHI HATUCKaHHAM KHOMKW 3anu1Ty Ha BUXiA.
BuMKHyTH perxkum "TpuBora" Mo)kHa npea'sBieHHaM igeHTudikaTopa, WO Mae
03HaKy "3HaTTa TpuBorn" abo 3a KoMaH4o00 3 KoMn'toTepa.

"BinbHuin npoxia"

[Mpu ekcnnyaTtauii CKY 6yBatoTb cuTyauii, KoM HeobXiAHO BiOKPUTK OBepi Ana
BiIbHOrO MPOXOAY JtOAer, Hampuknagd, Yy pasi noxKexi, 3emMnerpycy 4 iHwoi
eKcTpeManbHoi cuTyauil. [na uboro B1MnaaKky B KOHTponepi nepeabadyeHo pexkum
"BinbHW npoxia.

Touka Nnpoxofy nepexoanTb y pexknM "BinbHuii npoxia" 3a kKoMaHgo onepaTtopa 3
KoMn'loTepa abo MopylleHHaM wnelidy, npusHadeHoro sk BIIbBHMM MPOXIM.
Touyka npoxony 3anvWaeTbca B pexkumi "BinbHuii npoxig" oo TWx nip, MoKy
nopywenwui wnelicd BIIbHW MPOXIM, (akwo wneid nopyLweHunii, ckacyBaTui cTaH
BIIbHWI MPOXI[, no koMaHAi onepaTopa He MoxXHa) .

KoHTponep [03BOASE HanalTyBaTh Wneld Ha dyHkuilo BIIbHWIA MPOXIL
0N Toukn npoxoay A, B abo aBox Touok pasom (A+B).

[1poTAroM ycboro 4acy, MOKWM TOYKa MPOXOAY 3HAXOAUTHCA B perkumi "BinbHun
npoxia", 3aMoOK YTPUMYETbCS Yy BIOKPUTOMY CTaHi, KOHTpONep pPeecTpye
npepn'aBneHHs igeHT1dikaTopiB, BBeAeHHS KOoAiB Ta 30epirae 3a HUMU B »KypHan
noaito «[docTyn HagaHo», He3anexHo Bif CTaHy aHTMAyb6nto, po3knany, Toulo. Lle
BMKOPUCTOBYETLCA ANS KOHTPOIO HaABHOCTI MEPCOHaNy y MPUMILLEHHAX Yy pas3i
eKCcTpeManbHol cuTyallil.

[na 3abe3nevyeHHsa pe>knMy BiIbHOrO MPOXOAY MNPV BUMKOPWUCTaHHI 3aMUKao4mx
NMPUCTPOIB 3 MEXaHIYHNM MepeB3BOAOM 000B'S3KOBO MOTPIOHO KOHTPOIKOBATK CTaH
aBepen. 3aMuKatodi  NpucTpoi 3 MexaHiyHWMM MepeB3BOAOM  BiAMUKaTbCS
iMMYNBCOM CTPYMY | 3anMWaloTbCa Yy BiAYMHEHOMY CTaHi, MOKK aABepi He OyayTb
3a4MHeHi. B MOMEHT 3akpuTTa ABeperi 3aMMKaloumii NPUCTPI nepexoauTb vy
3aKpUTUI cTaH. KoHTponep y pexkumi "BinbHnii Nnpoxin" nepesipsae cTaH ABEepPHOro
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KOHTaKTY | M9 KOXXHOro 3aKpUTTS ABEpe 3HOBY MOAAE BiAMMKAOYMIA iIMAYAbC Ha
3aMOK.

[Tpou poboTi KOHTPONEpa 6e3 ABEPHOIro KOHTAKTY (FrepKOHa) BUKOPUCTaHHA TUMY
BUXOAY «IMMYNbCHWUA» ONS BiOMUMKAHHSA 3aMKa He PEeKOMEHOO0BaHO. Pexxum
"BinbHuWi npoxia" B AaHOMy BUMaAKy He NpauloBaTUMeE KOPEKTHO - BIAYMHNTA
nBepi 6e3 nigHeceHHq ineHTUdIiKaTtopa HEMOXKINBO.

Pexknm "BnokyBaHHsS"

[pn BUHUKHEHHI cUTYyauii, Aka noTpebye 3a6n0KyBaTX ABEPI 415 BCiX KOPUCTYBaYiB
CUCTEMU, B KOHTPOSIEPi BMUKAETbCHA pexkuM "BnokyBaHHA". AKLWO Touka npoxoay
3HaxXoOMTbCa B pexkuMi "BnokyBaHHS", Npoxia Yepes HbOro A03BOJISETLCA TiNbKM
BlaCHMKaM igeHTUdiKkaTopiB 3 o3HaKkotw "Cny»xxba 6esnekun". [1Bepi He MOXKYTb ByTK
BiAYMHEHI HATUCKAHHAM KHOMKWM 3anuUTy Ha BUXIA.

Touka npoxody nepexoauTb Y pexxkum "BrnokyBaHHA" 3a KOMaHOo onepatopa 3
KoMn'toTepa abo nopylleHHaM Wwaendy, npusHadeHoro sk BJIOKYBAHHA. Touka
NpoXoay 3anMWaETbCA B pexkiMi "bnokyBaHHA" A0 TUX Nip, MOKM NOPYLUIEHO WAernd
BJTOKYBAHHA (akwo wneid nopyweHo, ckacyBaTh ctaH BJIOKYBAHHA 3a
KOMaH[Joto onepaTopa He MOXKHa).

KoHTponep no3Bonde HanawTyBaTh Wnend Ha gyHKuilo BJTOKYBAHHA ona
TouKkM Npoxoay A, Toukn npoxoay B, abo Ana ABox To4ok pasom (A+B).

BnactusocTi igeHTUdiKaTOpiB (KapTOK)

Koa (enekTpoHHWI Koo KapTKu)
KoykHa KapTKa Ma€e CBill YHiKanbHWA KoA, KW 3a0a€eTbCa Mif Yac BUIOTOBIEHHS.
Cknapaetbes i3 10 WicTHaaUATKOBUX UMdP.

PIN-kon
LonaTtkoBUIA Kof, NpU3HaYeHuit ans KapTky. [oBUHEH CKnagaTnca nuuie 3 WecTn
0ECATKOBUX LUMMP. MoXKe BUKOPMCTOBYBATUCA PA30oM i3 34MTyBadaMu, aKi MaloTb
BOyOOBaHy KnaBsiaTypy.
[Micna nigHeceHHs KapTKM OO0 34YMTyBada Ha BOYAOBaHIM KnaBiaTypi 34MTyBada
HeobxioHo BBecTV PIN-KOA i HaTUCHYTU KHOMKY «#». AKWLO0 BBEAEHO MPaBUIbHNIY
PIN-koa, To KoHTponep BigiMKHe ABepi i HagacTb gocTyn. B iHwWoMy Bunagky
KOHTPOMEP BMAACTb NonepeKyBanbHNA CUrHa, B >KypHani byae 3apeecTpoBaHa
nopia «HenpasunbHuit PIN-koay», a ABepi 3an1WaTbCa 3aMKHEHUMU.

TepmiH aii
[aTa 3aKiHYeHHA TepMiHy Ail KapTKu.

3HATTS TpuBOrM
[Mpn NigHeceHHi Takol KapTKK 40 34MTyBada ABepen, Lo 3Haxo4aTbCs Y TPUBOXKHOMY
CTaHi, KOHTPONEep peecTpye nofito «3aBeplueHHs ctaHy TPVIBOMA» i nepeBoantb
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[OBEepi [0 YeproBoro CTaHy. AKLWO » [0 34MTyBaya NiAHECTM KapTKy, fKka He Mae
npaBa 3HATW TPWBOrY, TO ABEpi 3anuliaTbCs B TOMY »K CTaHi, a B >XypHani
peecTpyeTbea nogida «[poxia 3abopoHeHo. CTaH TpUBOTn».

Cny»ba 6esneku
[NpaBo npoxoay Yepes 3abnoKoBaHi ABeEPI.
AKLo aBepi NnepebyBatoTb Y cTaHi «bnoKyBaHHA», TO NigHECeHHs 3BMYaHOI KapTKM
npu3BoAMTb 00 peecTpaulii noaii «[poxin 3abopoHeHo. Ctan BJTOKYBAHHSA». Mig
Yac nigHeceHHs KapTku 3 atprbyToM «Cny»kba 6e3nekun» KOHTPoep HaaacTb A0CTyM
Ta 3apeecTpye noaito «[1poxia gossoneHo. CtaH BJTOKYBAHHA».

[paBo Npoxoay 3aBXKAM i CKPi3b, KPiM BMNaAKy, Konv ABepi nepebyBaloTb Y CTaHi
O1OKYyBaHHSA.
KapTui 3 Uieto 03HaKow MoyKe BYTU NpU3HaYeHUn Oyab-aKnii po3Kiad, Ha Hei He
NOWWPIOETLCH aHTMAYONb Ta 0OMe)KeHHs TepMiHy Aii. BoHa Mo)ke MaTu niHKoA,
Axkwo nBepi nepebyBaloTb y cTaHi «boKyBaHHS», TO ideHTMdiKaTopy 3 L€l
03HaKOI0 KOHTPONEP He HafaE AOCTyny.

AHTNAYONb BUMKHEHO
[NpaBo npoxody 6e3 ypaxyBaHHsA pexkuMy aHTMay6iB. [locTyn fo Takoi KapTku Oyae
HaaHO He3a/1eXHo Bi HaNPAMKY MonepeaHbOro MPOXOoAY, ane 3 ypaxyBaHHAM
NPU3HaYeHOro PO3KIAAY Ta IHWKX 03HaK, MPU3HaYEeHNX ON9 KapTKU.

BapiaHTu BUKOPUCTaHHA Ta PeXKMMU pOOOTH BUXOLIB
Bci Buxoam KoHTponepa Mo)KyTb OyTWM AOBINIbHO 3anporpamMoBaHi Ha KilbKa
BapiaHTiB BMKOPWCTAHHA: 3aMOK, CMpeHa, TPMBOra, NporpamMoBaHmMii Buxia. Kpim
TOro, N1 KOXKHOIO BMXOAY MPOrpaMyeTbCs PeXKMM poboTu: CTapT-CTOMHUA (BUXin,
3a/MLWAETBCA  aKTMBOBAHMM, TMOKW TMPUCYTHA BiAMOBiAHa YMOBa, Hanpuknag,
MPOTArOM YCbOro 4acy, MOKM KOHTposep nepebyBae B pexuMmi "Tpusora'),
IMMYNbCHUIA  (BUXiQ aKTUBYETbCA Ha 3anporpamMoBaHWiA Yac), TpurepHuin (3a
nepuwot MofAield BUXIA aKTVMBYETbCS 3@ HACTyMHUMM BMMUKAETbCA | T.4.),
6esnepepBHU (BMXiA aKTUBYETHCA abo AEaKTUBYETHCA OKPEMMMU KOMaHOaMM).

PoboTa KoMyHikaTopa

KonTponep U-PROX IP400 npautoe B aBTOMaTUYHOMY pexkumi. [ics 3aBaHTarKeHHa
NaHNX i3 cepBepa BUKOHYETbCS BiANpaLoBaHHA Npasu A0CTyNy 14 npen'aBneHmnx
KapTOK I MOBIAOMAEHHA NPO NoAil AOCTYNy HaACUNal0TbCA Ha CepBep.

KoMyHiKaTop KOHTpo1epa Npautoe B pexknuMi HoTudiKalii, TobTo 3a HadaBHOCTI noaii
(Npoxig, nopylweHHA 30HK) iHILIOETbCA Nepenada fAaHunx Ha cepsep CKYL.
KoHTponep U-PROX IP400 Moxke 6yTu nigknto4eHUin 00 KoOMN'toTepHOT MepexKi 3a
[0MoMOrot ApoToBoro 3'efAHaHHA (Ethernet). Y ubomy Brnaaky 3abesneuyeTbes aK
poboTa BCepefuHi NoKaNbHOI Mepexxi nianpueMcTsBa (AMB. puc 3), Tak i 4Yepes
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Mepexky |HTepHeT (gme. Man. 4), wo nossBonsge bynyBaTW PO3MOAINeHi cucTemmn
poctyny 6yab-aKoro MaclTaby.

epemeauu

U-Prox IP400 U-Prox IP400 U-Prox |P400 Cepeep CKYO
Man. 3. lNpuknan NoKanbHoi MepexKi

Dinian 1

el

U-Prox IP400
Sinian 2
' / U-Prox 1P400
IHTEPHET
PoyTep
Dinian 3

C!pa!p cion

PoyTep

i

U-Prox |P400

®inian 4

]

Poytep
U-Prox 1P400

Puc. 4. Mpuknag po3nofineHoi Mepexi

Moy NobyaoBi CNiNbHOI MepeXki LeHTPanbHOro odicy Ta diniit 4Na 004aTKOBOIO
3axXMCTy peKoMeHOyeTbca BuKopuctoByBaTk VPN TexHonorii, a ans
pe3epByBaHHSA KaHasiB 3B'A3Ky - pOyTepu 3 ABOMa PI3HOPIAHUMW KaHanamm
0OCTYNy A0 IHTepHeTy.

AnroputM poboTu BCepeaMHI 10KaTbHOI Mepexi
1. Tlicns BKAOYEHHS KOHTPOIepa BUKOHYETLCS NepeBipKa, YBIMKHEHO PEXKNM
DHCP (IP appeca npunagy 0.0.0.0) uym npunan oTpumas ctaTuyHy [P
agpecy;
2. SAkwo yBiMKHeHO pexkum DHCP, 6yae 3anyuieHo npoueaypy AnMHaMiyHOro
npusHadeHHa IP-appecu;
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[NepiognyHe  oHoBneHHa  cTatycy P apgpecn (MpoooByKeHHs
3apesepBoBaHoi IP agpecy, akuio yBiMKHeHo pexxim DHCP);

4. BwusHauyeHHs pocTtynHocTi cepepa CKY/[ i koHTponepa U-PROX IC A (no
I[P abo DNS imeHi);

5. [lepiognyHe BiANpaBneHHA TECTOBUX CUMHanNIB;

6. HapcwnaHHA NoBigoMaeHb Npo nofaii 4ocTyny;

7. QuikyBaHHA KOMaHA;

AnroputM poboTu Yyepes Mepexxy IHTEpHET (NnoKasbHa ApPOoToBa MepPEeKa)

1. Tlicns BKMOYEHHS KOHTPO/1epa BUKOHYETHCS MEPEBIPKA, YBIMKHEHO PEXKIM
DHCP (IP appeca npunagy 0.0.0.0) unm npunan oTpumas cTaTtuudny P
appecy;

2. Akuwo yBiMKHeHO pexkum DHCP, byne 3anyuleHo npoueaypy AMHaMiyHOro
npur3HadeHHs IP-agpecu;

3. [lepiognyHe  OHOBEHHSA ctatycy IP apgpecwm (MpoOoBX*KeHHS
3apesepBoBaHoi IP agpecy, akuio yBiMkHeHo pexxim DHCP);

4. BusHaueHHs MOXXIMBOCTI BuMxody B |HTepHeT (mocTynHicTe IP agpec
MapwpyT13aTopis);

5. BwusHadeHHsa goctynHocTi cepeepa CKY[ i koHTponepa U-PROX IC A (no
IP abo DNS imeHi);

6. [lepiognyHe BigNpaBneHHA TECTOBUX CUIHaANIB;

7. HapcwnaHHA noBigoMaeHb Mpo nogii 4ocTyny;

8. OuvikyBaHHS KOMaH[;

ABTOKOHIrypaLis KOHTPOJIepiB B 04HOPaHIroBiA Mepexxi
BurikopucTaHHs MEPEMKHOI emeeeerees.....OOPTALNA cHCTEMA 32 AoNOMOrOl0 ATORONITYPAUT.._...........
iCHytouYOI iHppacTpyKTYpH, -
CTaHAapPTHUX MeperxeBnx .
Cepeep

npoTokonis (Hanpuknag, DHCP)

003BONMAN peanisyBaTu
nprHUMN "nigkIo4YmB i
npautew". Pexknm
aBTOKOHiIrypauii agpecu

cepBepa Ha MPUCTPOSX 3HAYHO
nonerwye po3ropTaHHs CUCTEMMU
KOHTpOMO Aoctyny (ame. Man. b).

‘ €— Ompumania IP agpecu—y

DHCP cepsep

U-Prox 1P400

U-Prox IP

Pnc.5. ABToKOoHMDIrypauia npucTtpoto
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ABTOKOHGIrypallig agpec cepeepa

[licna BKNIOYEHHS KOHTPO/EPa, BMKOHYETHCA MepeBipKa, UM YBIMKHEHO
pexxnum DHCP (IP agpeca npvnagy 0.0.0.0), 4n npunan oTpyMaB CTaTUYHY
IP anpecy;

Axwo yBiMKHeHO pexxium DHCP, 6yae 3anyuieHo npouenypy ANMHaMIYHOro
npvsHayeHHs IP-agpecu;

AKWo He BcTaHoBneHo appecy cepsepa CKYL (IP abo DNS im'a),
BK/IIOYAETbCA PEXKMM aBTOKOHMDIrypaLlii KoHTpoepa:

1.

&l

[Npunan BUKOHYE PO3CUMKY MaKeTiB OaHWX, WO CroBillaloTb
cepsep CKY/[ npo cebe aK HOBUI NPUCTPINA Y NOKabHI Mepexi.

Xo4ya [daHa po3cuiKa LWMPOKOMOBHA, ane BOHAa oObMeXkeHa
O[HOPAHIOBOIO /IOKA/IbHOI MEPEXKeK Ta akTUBHUM MeperKeBuM
obnagHaHHAM. ToMy Ana Mepexk 3i cknagHoto Tonosnorien P
anpecu cepepa CKY[ 3a0atoTbCcs BpYUHY.

b.

[Tpy oTpMMaHHI MaKeTa OaHWX Bif HOBOro Mpuaady onepaTopy
cucTemMn Byae BuAaaHoO onosiweHHA. [dani onepaTtop nNoBMHEH
nonaTtv npucTpin go 6asn gaxHux (b4).

MNicna gpogaBaHHs npucTpoto Ao B npwnag oTpuMye nNakeT 3
Bionosinato Big cepsepa CKY[. IHiuianiayeTbca 3anuc agpecu
cepBepa B HaNaWTyBaHHA KOHTponepa i MNPUNUMHAETbCS
LUMPOKOMOBHE PO3CUNaHHSA.

[Nicna HanawTyBaHHS NapaMeTpiB KoHTponepa B Bl onepatop
NMOBWHEH 3aBaHTaXKUTW NpucTpii. lNpunan 6yne nos'A3aHuii i3
uielo CKYLO, wWo BUKMIOUYMUTL MOX/IMUBICTE MEepexonsieHHd
yApaBniHHA.

LLlo6 ckacyBaTu NpuB'A3Ky KOHTponepa, Moro cnifg CKUHyTW A0
3aBO/CbKMNX YCTAHOBOK.

e.

Y pasi 3MiHM agpecs cepBepa MPUCTPIN MOBTOPHO BWMKOHAE
aBTOKOHMIrypaLito, ane 0bMiH gaHnMmy 6yae MOXAUBUNA TiNbKK 3i
CKY[, no axkoi 6ys npus'dsanHnii npunag.
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['nobanbHunin aHTMAY6Nb

KoHtponep U-PROX IP400 Moyke npauioBaTi y cknagi cuctemm rnobanbHOro
aHTMAay6Mo. Y TakoMy BUNaOKy rofloBHUi KoHTponep cepii U-PROX IC A BigcTexkye
MiCLLe3HaXOXKeHHA NepCoHM 3a (haKTOM NPOXOAY Yepes ABepi, OTPUMYYUM AaHi Bif
koHTponepie cepii U-PROX IP400.

OcHoBoto poboTn rnobanbHOro aHTUAY6A € 30HHUA aHTUAYONb. [TpuMilleHHs
00'eKTy MoAiNeHo Ha KiMHATU — 30HK OOCTYMy. 3a Takoro Po3noAiny Bxid, 40 iHWol
30HM € BMXOA0M 3 nonepeaHboil. [Npoxia 00 30HM MOXKIMBUIA Yepes pi3Hi ABepi.
KoHTponep aHTMAY6NSA BIACTEXKYE MepeMilleHHA CniBPOBITHUKIB i3 30HM A0 30HM,
OTPUMYIOYM AaHi  Big KOHTposepiB OocTyny. [lpyu LbOMYy BIACTEXYETHCS
MicUEe3HaxX0ooXKeHHs MepCoHU, Ka MOXKe MaTu KifbKa ineHTudikaTopis (OMB. Man. 6).

30BHiLUHA

3oHa 2:
KimHaTa

Puc. 6. Po3noain 3oH goctyny
CnoyaTky cniBpobiTHWK (NepcoHa) Mae nonoxkeHHs "He BrM3HadeHo" i Tinbku nicns
Nepuworo nigHeceHHsa igeHTMdikaTopa A0 34MTyBada MOro MiCLLe3HaxXOM4XKeHHd
dikcyeTbea koHTponepom U-PROX IC A.
PosTawyBaHHs «He BM3HaueHO» MNPUCBOKETLCA MiA 4ac peecTpauii HoBOro
cniBpobiTHMKa abo Mnicna KOMaHOW onepaTtopa CUCTeMUM «3arafibHe CKMOaHHS
pO3TallyBaHHAY.
3a [OornoMoro  cuctemMm  r1obanbHOro  aHTuaybnio  MOXAVMBE  MPUMNUHEHHS
NMOBTOPHOIO  MPOXOAY, BWKOPUCTaHHSA  OyONiKaTiB  KapTOK, MPOHUKHEHHS
(HecnopiBaHa nosiBa BcepeauHi), nepenadi ineHTndikatopa iHWKWM ocobam ToLLLO.
(ave. man. 7):
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MoTouHe MicLLenoNoXeHHs
nepcoHu:
3oHa 1, npoxiaHa

JocTyn 3a60poHeHo:
cnpo6a npoxoay 3 TUM
caMuM igeHTUPIKaTOpoM

i330H1 2 B 30HY 3
Aoctyn 3a6opoHeHo: v

cnpo6a NOBTOPHOTO NPOXOAY
33 TVM CaMUM TUM CaMUM
ifeHTVdikaTopom i3 30HK 0 B 30HY 1

Puc. 7. Bincte)xkeHHs nopyleHb
Y pasi BTpath 3B'a3Ky 3 KoHTponepom CKY[, 3n1oMy ABepeit, nepexony ABepen v
BilbHWIA MpoXiA, TOWLO, KOHTPOAep aHTuaybnd MOEAHYE 30HM OOCTYMNY B OAHY,
BBayKalouy, WO NepcoHasn Moxe 3HaX0AUTUCA | TaM, | TaMm.
[Mo BigHOBNEHHIO ABepeli abo 3B'A3KY 3 KOHTPOEPOM — 30HM PO3'€AHYIOTHCA.
QakTuyHe po3TallyBaHHA MepcoHaNly B HWMX BM3HAYaETbCA 3a ModaiblinM
nigHeceHHaM igeHT1MdikaTopa 40 34MTyBada (AMB. Man. 8).

O6'€gHaHHA 30H:
BinbHWiA npoxia,
30Ha 112 o6'egHaHi

Puc. 8. O6'eaHaHHsA 30H oCTyny
[Mpu BTPaTi 38'a3Ky 3 KOHTponepoM U-PROX IC A koHTponepu goctyny U-PROX
[P400 MoxkyTb ByTW HanawToBaHi Ha ABa BapiaHTV NOBEOiHKMU:
. Hikoro He nyckaTtu

e [lyckaTv 3rigHO AaHWX MPO MOMOXKEHHSA MEPCOHM A5 NIOKANbHOTO
aHTMAY6M10
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Bumoru go HanawTtyBaHHa koHTposepa U-PROX IC A

KoHTponep nosuHeH MaTu cTaTu4Hy (dikcoBaHry) IP anpecy

Bumoru go HanawTtyBaHHs koHTposepis U-PROX IP400

Y rnobanbHoMmy aHTMaybni 6epyTb yyacTb JMlIe KOHTponepu 3
OBOCTOPOHHIMM  ABepuMa  (Bxia Ta BuXi4 3a Npea'saBneHHsM
ineHTudikaTopa)

[Nepwoto agpecoto cepsepa CKY y HanawTyBaHHAX KOMYHiKaLii npuiagy
Mae 6yTu BKasaHa agpeca komn'totepa i3 cepeepHum 13 U-PROX IP
Lpyroto agpecoto cepsepa CKY/[ vy HanawTyBaHHAX KOMYHIiKaLii npuniany
Mae 6yTun BKasaHa agpeca koHTponepa U-PROX IC A

Y U-PROX IP ana nBepeit NoBMHEH OYTW BKAIOYEHWI DEXKUM aHTMOYOMIO
"3aranbHunin'

Y U-PROX IP KoHTponepy mocTyny nosuHeH 6yTW BKasaHW NpoBigHWii
KOHTpOEep aHTMAYy6M0 Ta peakuia Ha BTPaTy 3B'A3KY 3 HUM.

KoHTponepu U-PROX IP400 BUKOHYIOTb HaACWMIaHHA MOBIAOMEHb Mpo noaii
OOCTYyny Ha [OBi agpecs opHodacHo. [lepwa apgpeca — cepsep CKYOD, ona
BigobparkeHHs Ta 36epiraHHda noain y b nporpamn. pyra agpeca - KoHTponep U-
PROX IC A, wo BianpaBnse y BiANoBiAb KoMaHAy Ha 3abopoHy abo HafaHHA

LOCTyny.

[Micna npen'sBneHHs igeHTVM@ikaTopa 3aTpVMKa Ha HafaHHA 4uM BigMoBa Y
OOCTyMi MO)e CTaHoBMTM A0 1 CekyHAM B 3anexkHOCTi Big Tomnosorii Ta
MPOMYCKHOT CMPOMOXKHOCTI KOMN'IOTEPHOT MepeXKi
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[NopagoKk poboTU 3 MPUCTPOEM
KoHTposiep MoCTaBASAETbCA B META/IeBOMY KOPMYCi 3 [MKEPesioM KUBMEHHS.
[[@abapuTHi po3Mipu Npuiady HaseaeHo Ha Man. 9.

~ 240 5
B~ {
C - N
168
M~
o~
o~
- 155 =
p T
. | ) | ©
130 ~
R2,5
[eo]
) 5
; - R5
210
|
n n
s 2

~

Puc. 9. MabapuTHi po3Mipy Ta po3MiTKa OTBOPIB KPiNeHHsA
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MopAanoK NigKMOYEHHA

1.

N

= O 0N oA~ W

11.
12.
13.
14.

15.

[Nepen BCTaHOBNEHHAM 3p06ITb MOYaTKOBE HaNawWTyBaHHA (@ caMe BCTAHOBITb
napamMeTpy MeperKeBMX HanallTyBaHb) KOHTPOSepa 3a AOMOMOrol yTuUsitu
"KoHdirypatop" yepes USB nopT

Y Micli BCT@HOBMEHHA KOHTpOJSiepa BUKOHaMTe MiAroToBKY - PO3MiTbTe Ta
npoceepaniTb oTBOPU (AMB. PekoMeHaalii Woa0 MOHTaxYy)

3a HeobXigHOCTI BMKOHaMTe nigBeneHHsa Kabeno Big 6/10Ka »KUBMEHHA
BurkoHalTe ninBeneHHs Kabeno Bif BMKOHaBYMX MPUCTPOIB (3aMKa)
BcTaHOBITb BMHOCHI 34MTyBayi Ta BUKOHAMTe NioBedeHHA iXHiX Kabenis
BurkoHalTe ninseaeHHs Wneidis Big AaTUMKIB/KHOMOK

BukoHalTe ninseaeHHs kabento Ethernet

BrikoHalTe yKknanaHHsa MOHTaXKHUX KabeniB y CTiHi

BcTaHoBITE Ta 3aKpiniTe KOpMyc KOHTponepa,

BukoHalTe KoMmyTauilo APOTIiB 610Ky >KMBNEHHA, 3aMKa, 34MTyBa4ya, BXOAIB
KOHTpoNepa 3i Wwneidamu BigNOBIAHO A0 PO34iNIB, HaBeAeHNX HIKYe
3picHITL NigktoYeHHa Kabento Ethernet o rHisga

3aKkpuiiTe KpMLWKy Ta 3adikcyiTe rBMHTOM

Migknodits y MO CKY L koHTponep (BignosigHo go iHcTpyKuil CKY )

3a ponomoroto CKY/[ BrKOHalTe NoBHe 3aBaHTaXKeHHs (HanalwTyBaHHA BXO4IB,
BMXO[iB, PO3KNaLiB, ineHT1dikaTopiB i T.4.) KOHTponepa.

[MpucTpilt roToBMit 0o poboTn

PekoMeHaauii o8O0 MOHTaXYy
Po3aMmillyBaTtii KOHTpOMEp cnif y Micui, 4OCTYMHOMY A5 06CyroByBaHHS.
Lna BCTaHOBNEHHS KOHTPOMepa Ha CTiHI HeobxiaHO BUKOHATK TaKi ail:
e  BIAKPUITE KPULIKY KOPMycy, MPUKIadiTe Kopnyc A0 nepenbadyBaHoOro Micus
KPIMIEHHA Ta BUKOHaMTe PO3MITKy OTBOPIB;
. NPONYCTiTb APOTU B OTBOPU B CTIHLLI KOPMYCY;
. 3aKpPIinNiTe KOPMNYC KOHTpONEepa;
. BMIKOHaWTe NiAKI0YEHHA APOTIB.

[TinKnto4YeHHs 30BHILLHBOIO 34MTyBada
KoHTponep Mae aBa noptu 3 iHTepdericoMm Wiegand Ans NiAKMOYEHHS 34MTYBaYiB.
PasoM 3 KOHTPOIEPOM MOXKYTb MPaLOBaTK Pi3HI 3UMTYBauY.
Ha man. 10 nokasaHuii npuknag NigkoyYeHHs 341MTyBadiB
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Yepeokni (+12 V) ‘E @ ©
Yopuiit (GND)  + ©

3 D0 g Sl
enouuit (00) )

s ©|©

- @)

e @ &

e ©

“\ Opanxesni (GN) = O«
N . zlle|o
Comit (B7) = -4

N 3)

zle|o

Yepsonnit (+12 V)

Soprii (GD)

enewnit (D0}

Oparxesiii (GN)
Ci (B2,

2BZ 20N 2RD 2D1 20@ GND +12V

Q000000
G ole ele @

Puc.10. Migknio4eHHa 34nTyBadiB

BiagnogigHicTb KoNbopy APOTIB:

. 6inuii - data 1

. 3eneHui - data O

. CUHIM - BKNtOYeHHs By3epa

. KOPUYHEBWI - YBIMKHEHHS YepBOHOIO iIHAMKaTopa

. noMapaH4yeBni - BKIIOYEHHA 3€/1eHO0ro iHAMKaTopa

. YopHuin - GND

. yepBOHUI - +12 B

[Mou BUKOPUCTAHHI 34MTYBaYiB PI3HNUX BUPOOHUKIB KOMbOPW APOTIB MOXKYTb
BiApi3HATUCSA. BionmoBiOHICTb KOMbOPIB APOTIB OMBITbCA B IHCTPYKUIT 3
eKkcnyaTauil Ha 34nTyBauYi.

CTpyM CNOXKMBAHHA KOXKHOMO 30BHILLHBOIO 34MTYBaYa, Lo NiAKIIOYaETLCA 40 KeM
"+12V", He nosuHeH nepeBuulyBatn 100MA. lMpu nigkNlYeHH A0 KOHTpoepa
34YUTYBaAYIB BEIMKOI AaNbHOCTI 3i CTPYMOM crnoykkBaHHA noHag 100 MA, Hanpyry
YKMBMEHHSA Ha HMX HeoOXiAHO NodaBaTy Bif OKPeMOoro Axkepena.

[MligkntoyeHHs wnendis

KoHTponep Mae BiciM BXofiB ANA NIAKAOYEHHS WAeNdiB i3 KOHTPONEeM CTpyMy.
[Tpr3HaueHHA KOXKHOro BXOMY 3a4acTbCA MPW MporpamMyBaHHI  KOHTpOsepa.
MoxknuBi Taki pyHKLUIT 419 BXOLIB:

. 0aTYMK MPOX0OAY (ABEPHUI KOHTaKT)

[ KHOMKa 3annTy Ha BI/IXLEI,

. NaTUYVK NPOXOAY (ABEPHUI KOHTAKT) + KHOMKa 3anuTy Ha BUXiA

. BinbHMI Npoxia (A, B, A+B)
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. o6nokyBaHHa (A, B, A+B)

e MOHITOPUHI CTaHy AaTyMKa (TPMBOXKHMWIA AATUYMK)
Hu>kye onncaHo NigkMoYeHHsa pisHUX TUNiB BXoAiB. [1icna cKMaaHHsa KoHTpoepa oo
3aBOJCbKMX YCTAHOBOK, BCI WNeMdu He MaloTb NPU3HAYEHHS | He KOHTPOTIOIOTHCA.
Yci wneridu npauioioTe 9K Ha 3aMUKaHHS, Tak i Ha PO3MUKaHHA. BUKopuUcTaHHA
HaBaHTaXKyBaslbHUX PE3NCTOPIB € 0O0B'A3KOBKM.

HopManbHuii ctan wnendy - Big 1,4 kKOm go 3 KOMm, K.3. wneindy — meHwe 1,4
KOM, po3puBs wnendy — 6inbwe 3 KOM.

KHonka 3annTy npoxoay
KHOMKa 3anunTy MpoXoay 3aCTOCOBYETLCS, AKLLO NPOXi Yepe3 ABepi KOHTPOMOETbCH
TinbkM 3 ogHoro 6oky. BiokpuTTs aBepeil BiAOYBaeTbCs MNpPW HATUCKaHHI Ta
BIAMYCKaHHI KHOMKM 3anuTy Npoxoay.
KpiM TOro, KHOMKa 3anuTy MNPOXOo4y MOXKe BWKOPWCTOBYBATUCH HAK KHOMKA
OMCTaHUIMHOrO BIAKPUTTA ABepelt. Hanpuknan, ANa BIAKPUTTA ABeper Bpy4Hy
ceKpeTapeM Y OXOPOHLIEM.
Ha m™man. 11 nokasaHuii npuknag BWKOPWUCTAHHSA MNiAKAOYEeHHS HOPMabHO
PO3IMKHEHMX KHOMOK 3anunTy Ha BUXiA AN KOHTaKTIB Z1 i Z2.

75 GND 76 Z7 GND 78

[® oo oo ol /e Sl® 9|

o ello o ¢ o @ elle

1 GNb 22 736D 24

Puc.11. Mipkniode

I

HA KHOMKW 3annTy npoxoay

[Tpn NporpamMyBaHHI NPYU3HaYeHo BiAMNOBIAHICTb:
. 71 — KHOMKa 3anuTy NPOXOoAy TOYKM Npoxoay A
. 72 - KHOMKa 3anuTy Npoxoay ToYku npoxoay B

BrKopuCTaHHS ONs BIAKPUTTA ABEPEV KHOMKM Ha eneKkTpo3amKy abo KHOMKM
MPOMYCKY Ha MynbTi TYPHIKETY MNpuU3BOAMTb A0 BUHUKHeHHs nogii 3/10M
[BEPEW .

Lna npasuabHOI pob0TK Npu NporpamyBaHHi HEOOXIAHO NPU3HAYUTH MIAKIOYEH]
e, aK Waendm KHOMKM 3armnTy NPOXoLy.
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Latunk npoxony (OBepHU KOHTaKT )

3a [0MoMOrow [OBEPHOro KOHTAKTy KOHTPOSep BW3HAYae CTaH [Bepen
(BigumHeHi/3a4nHeHi) abo MoMo)KeHHA poTopa TypHikeTy. Y pasi BigcyTHoOCT
[BEPHOIr0 KOHTAKTy KOHTPOMEP He 3MOXKe BUABUTW HECaHKLiOHOBaHMA 4ocTyn abo
BWMafOoK, KONV ABEPI YTPUMYIOTHCS Y BIAKPUTOMY CTaHi HaATO A0BIro (Mpoxia KinbKox
ntogen no oaHii nepenycTLi).

Ha mMan. 12 nokasaHWi NpuKNag BUKOPUCTAHHA NiOKMNIOYEHHS ABEPHUX KOHTaKTIB
(HOpManbHO 3aKpPUTKX) BXOAIB Z3 Ta Z4:

@

75 GND Z6 77 GND Z8

“
2
2
2
@

2
2
2

i

b elfe ello ¢ [0 6o ello ¢

71 GND 72 23 GND 74

Z]
Z]

Punc.12. Migknto4YeHHA 0BEPHOIr0 KOHTAKTY

[Tpn NporpamMyBaHHI NPY3HAYeHOo BiAMOBIAHICTb:
. /3 — NBEPHWIA KOHTAKT TOYKM npoxoay A
. /4 - NBEPHWMIA KOHTAKT TO4YKM npoxoay B

[Bepi, KepoBaHi CMCTEMOIO KOHTPOIO A0CTYNY, PeKoMeHAyeTbcA obnaaHaTy

00BOYNKOM.

Lns npaBuibHOI pobOTK [BEPHOr0 KOHTaKTY Mpv MNporpamyBaHHi HeobxigHo
MPU3HAYNTY MIAKI0YEHI LWNeipy K Waekdy ABepHOro KOHTaKTY.

KoHTponep Moxke NpauBaT 6e3 Npr3HadeHHs ABEPHOro KOHTaKTy. Y TakoMy pasi,
nicna NigHeceHHa ineHTdiKaTopa Ta HajaHHA AOCTYNY, reHepyeTbesa nofia "lMpoxia
BiAbyBCA", KOHTPONEP NOAAE BIAMMKAIOUMIA IMMYIbC Ha 3aMOK, i Bilpax0BYETbCA Yac
NpPOXOAy.
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KoMbBiHOBaHMIA WNehnd — KHOMKa 3anuTy Ha BUXiA Ta AaTuYMK Npoxoay (ABEepHU KOHTaKT )
Bxoaw KoHTponepa Mo>kHa HanawTyBaTX A58 OQHOYACHOIrO BUKOPUCTAHHA KHOMKMN
3anNUTy Ha BWXIiA | 0N OBEPHOro KOHTakTy. [pW TakoMy BMKOPWCTaHHI po3puB
Wwnendy 03Havae NopyweHHs ABEPHOro KOHTaKTY, @ KOPOTKO - HAaTUCKaHHA KHOMKMK
3anuTy Ha BMUXia,.

Ha Man. 13 nokasaHui npuknag BUKOPUCTaHHS MigKIloYeHHS KOMOIHOBaHMX
wnergis ago Bxonis Z5 1a Z6:

_®-‘ g E Kchx;:;:::;;}_
% G
[Z] (RS
—@- @ = ()]BEP:?E'T“’EHHTEKT
KIElE
| ®|2] =
] MeproH \
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Puc.13. MNigknio4yeHHa KOMBIHOBAHOMO Wendy

e

[Tpn NporpamMyBaHHI NPY3HAYeHo BiAMNOBIAHICTb:
. Z5 - KOMOIHOBAHWIA ABEPHUIN KOHTAKT Ta KHOMKa 3anuTy MNPOXOAY TOYKM
npoxony A
. Z6 - KOMOIHOBaHWI OBEPHWM KOHTaKT | KHOMKa 3anuTy MPOXOo4y TOYKM
npoxony B

byab-akunid i3 8 BxodiB Moxe OyTuv fpu3HadyeHusr AK  KomOiHOBaHWKA  Ans
06cnyroByBaHHS ABEPHOr0 KOHTaKTy Ta KHOMKM 3anuTy Ha BUXif
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|[HTerpauis 3 0XOPOHHO-MOXKEXKHOI CUTHaNI3aLlien

3aBasKM HasBHOCTI Wneidis, 3anporpamoBaHnx sk BIUIbHW MPOXIO Ta
BJIOKYBAHHA, KoHTposnep MOBHOLIHHO IHTErpyETbCA B CUCTEMY OXOPOHHO-
MOXKEeXKHOT curHanisauii (ams. man. 14).

[na cninbHOi poboTK 3 MOXKEXKHOK CUrHani3auielo HeobxiAHO 3amporpamMyBaTh
Oyab-akuii Wwnend Ha Tun "BinbHui npoxin". Jo uboro wnerdy Moxe 6yTu
nigknto4YeHo 6esnocepenHbo MOXKEXKHWM Wwierd abo Buxia noxxexHoro MK, [Mpu
BKJ/IIOYEHHI MO>KEeXKHOI TPMBOTM MOPYLYETLCA LWAed KOHTPOAepa, MpU3HadeHu aK
"BinbHWi1 npoxia", BCi ABEPi KEPOBaHI KOHTPOIEPOM aBTOMATUYHO PO36IOKYIOTLCS |
NepcoHan MoXKe BiflbHO 3aNMWUTI 30HY MOXKEXKI.
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Puc.14. TMigknioyeHHs wneidis 610KyBaHHSA Ta BilbHOro Npoxoay

[1pn NnporpamyBaHHi NpYU3Ha4YeHo BIANOBIAHICTb:
. /7 - "bnokyBaHHs A+B"
. /8 - "BinbHuii npoxig A+B"

"BrioKyBaHHS" MOXKHa NpMU3Ha4YmMT Ha ToYku rpoxoay A, B Ta A+B
"BinbHuii npoxin" MoxkHa npu3HavymTy Ha ToYKu npoxoay A, B ta A+B
3oHu 3 TNoM BnokysaHHA Ta BinbHuii npoxig crpausosyoTs i K31 O6pus.

[na cninbHOT pob0OTM 3 OXOPOHHOID CUIrHai3aLielo HeobxiaHO 3anporpamMyBaT Oyab-AaKuii
wnend Ha Tmn "BnokysaHHa". [Jo uboro wnendy Moxke ByTn NigkaoyeHo besnocepeaHbo
TPUBOXHWUI WNeld abo Buxig oxopoHHoro MNIMK. IMpn cnpauloBaHHi OXOPOHHOTO AaT4yMKa
abo BKJIOYEHHI OXOPOHHOI TPUBOMM MOPYLIYETLCS WErd KOHTpoepa, NpusHadeHun ax
"BnokyBaHHA", i BCi ABepi, KEPOBaHi KOHTPOMEPOM, aBTOMATUUYHO 610KYI0TbCA. [pK LibOMY
[OCTYN B NPUMILLLEHHS, LLLO OXOPOHSIOTHCA, HalaBaTUMETbCS NuLle Cny>kbi 6eaneku.
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BukoHaBui npuctpoi

[Ona ynpaBniHHA BMKOHABYMMUK MPUCTPOAMU KOHTPOSEpP Mae 4yoTupw pene. 3a
[JOMOMOIOI0 BMXOIB KOHTPOMIEP MOXKE KepyBaTh eneKkTpo3aMkoM abo 3acyBKOI0,
kepyBaTu poboTolo WwnarbayMmy, TypHikeTa, abo BKIOYATW iHWE [0AaTKOBe
obnagHaHHs.

Pene 1 i 2 MaloTb HOPMasbHO 3aMKHYTI Ta HOPMasbHO PO3IMKHEHI KOHTaKTW.
KoHTaKT1 pene [03BOMAITL KepyBaTW BUKOHABYMMMK MexaHi3MaMu 3i CTPYMOM
cnoxxmBaHHA 0o 1A npu Hanpysi 24 cT.

He ponycKkaeTbca 3acTocyBaHHA AIOAIB Mi4 Yac NIAKIIOYEHHS BUKOHaBYMX
MeXaHI3MIB 1O e/TeKTPOMEPEXKi 3MIHHOIO CTPYMY.

Bukman abo npoBanu Hampyru >KMBAEHHS MPW OAHOYACHOMY YBIMKHEHHI-
BMMKHEHHI BCIX BMKOHaBYMX MPUCTPOIB He MOBWHHI NPWM3BOAUTM [0 360iB Y
po6oTi KOHTpoNepa. B iHWOMY B1UNaaKy HEOOXIAHO NIAKMOUYUTA A9 >KUBNEHHSA
BMKOHaBUYMX MPUCTPOIB OKpeMe AXKePesno »KUBAeHHS.

EnexkTpozamok
HaaBHICTb HOPMaNbHO 3aKPUTUX | HOPMANBbHO BIAKPUTMX PeNefHUX KOHTaKTIB, a
TaKOXK MOXK/IMBICTb MPOrpamMyBaHHS Yacy CrpaLlbOoBYBaHHS 3aMKa B LUMPOKMX MexKax
(Bio 1 po 255 cekyHO) 003BOMAE KOHTPOSEPY KepyBaTW efleKTpo3amKkaMu Ta
3acyBKaMM NPaKTUYHO BYAb-AKOro TUMy.
OcobnunemM B1MNagKoMm € yac, wo aopisHioe 0. Y UbOMy BMNaAKy Ha pesne NoaaeTbes
iMmaynbc Tpueanictio 200 ms.
Ha man. 15 nokasaHui npuknag nigkIoYeHHa BMKOHABYMX MPUCTPOIB, NepLlnii
BIAKPMBAETHCA NOAaYet0 Hanpyr, APYrui - 3HATTAM.
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Pnc.15. MigkntoyeHHa 3aMKiB Nif 4ac BUKOPUCTaHHS 30BHILLIHBbOrO AyKepena »,K1BneHHs

Moy BUKOPUCTAHHI KOHTAKTIB pene 409 YBIMKHEHHA/BUMKHEHHA CTpyMy 4depes
IHOYKTVBHE HaBaHTaXKeHHA, HanpuKnad, Mpu KepyBaHHiI eNeKTpoMarHiTHUM 3aMKOM,
BUHWKAOTb €eKTPUYHI iIMMyNbCck BennKkoi amnniTyau. [na 3anobiraHHa Buxony 3
nany KOHTaKTIB pene HeobXiAHO WyHTYBaTK iHAYKTUBHE HaBaHTa)KeHHA AioaoM,
BK/TIOYEHWNM 3YCTPIYHO HAMPYr XKNBAEHHA KOTYLKM.
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Cnig BpaxoByBaTH, WO HEAOPOT eNeKTPOMarHiTHI 3aCyBKM He AOMYCKaloTb TP1UBAO!
nofdavi Hanpyru. [Ing TakuMx 3acyBOK Cif NpOorpamyBaTy Yac pefie TakmM, LWob He
OOMNYCTUTY NeperpiB KOTYLUKM 3aCyBKM.

Lns npasunbHoi poboTi 3aMkiB, NP MpPOorpamMyBaHHI HEobXigHO MPU3HaYUTU
NigKA0YeHI peserHi BUXOAM K BUXOAM 3aMKIB.

CvipeHu Ta A3BIHKM

Enexktpoa3siHkv  (omB. Man. 16) ons  gxkepena Hanpyrn €  iHAYKTMBHWUM
HaBaHTaXKeHHAM, MpW NIOKIKYEHHI O3BiHKa [0 [OxKepena MOCTIMHOro CTpyMy
HeobxilHe BWKOPWCTaHHA 3axMcHOro fiofda (AMBUCH MOMepemikeHHs Mnpo
IHOYKTVBHE HaBaHTa>KeHHS).

®2| ©
@2 2%

Puc.16. MNigknio4eHHa eneKTpoa3BiHKIB

Moy NiOKAYEHHI CUPEHN BUBYITb IHCTPYKLIO KOPUCTYBaHHA cupeHoto. CTpym
CMOXVBaHHS CMPEHW He noBuHeH byTn Binbwe 1 A.

Moy BMKOPUCTaHHI HECTaHOAPTHUX BMKOHABYMX MPUCTPOIB (MarHiTHI nyckaui,
TYPHIKETM TOWO) PEKOMEHOYETbCA 3a KOHCY/NbTAUIED WOAO NiAKMOYEeHHA
3BEPHYTMCH [0 CBOIr0 NOCTaYyabHVKa obnaaHaHHsA.

[Ona npasBuibHOi poboTn CUpPEHM Mpu NMpPorpamMyBaHHi HEOBXiAHO MPU3HAYUTM
nigKMoYeHU peneHnii BUXia SK BUXIO CYUPEeHN (TPMBOrM i T. A.).

KoMyHikaLis

[na 3B'a3ky i3 cepsepom CKY [ koHTponep U-PROX IP400 Morke BUKOPUCTOBYBATH
0POTOBY KOMMN'IOTEPHY MEPEXKY.

HanawTyBaHHa npuniagy MOXXIMBe aBTOKOHQiIrypauiewo abo BpydHy 3 [1K 3a
nonomoroto 13 "KoHdgirypaTtop".

[Tpw BignoBiAHOMY HanaWTyBaHHI 3abe3neYyeTbes:
. npu3HadeHHs cTaTnyHoi abo anHamiuynoi (DHCP) IP appecu npuctpoto;
e poboTta 3 IP abo DNS (gomeHHMM iM'AM KoMN'loTepa) aapecoto cepsepa
CKY[;
. PoboTa uyepes Mepexxy IHTepHeT (obcnyroByBaHHA BigaaneHux @inin) i3
MOXK/IMBICTIO  pe3epByBaHHA WNAXIB 10 IHTEpHETY 4Jepe3 Apyrui
MaplIpyTr3aTop (poyTep);
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KoHTponep npaluoe B aBTOMaTUUYHOMY DPEXMMI - MICAs 3aBaHTaXKeHHA AaHuX 3
cepBepa BUWKOHYE BiAMNPaLOBaHHS MNpaBwWa AOCTYMYy ANs KapToK | Haacunae
MOBIOOMIEHHA MPO Lie Ha cepBep.

KoMyHiKaTop KOHTpOIepa NnpaLe B pexknmi HoTudgikalii, To6To 3a HasBHOCTI noaii
(Mpoxig, NopylweHHA 30HK) iHILIETBCA Nepefada AaHux Ha cepsep CKY[.

[Mpy poboTi B KOMM'IOTEPHIN Mepexki KoHTponep 3abesnedye 3axucT Bif
HECaHKLIOHOBaHOro  BTPYYaHHS  3aBAAKM  WKPPYBaHHA MNakeTa AaHWX 3
BMKOPUCTaHHAM 256-6iTHOro KtoYa Ta KOHTPOSIIO YHIKaNbHOro CcepiiHoro HoMepa
MPUCTPOID) @ TAKOX KOHTPOSIO KaHany 3B'A3Ky Yepes nepiofmMyHi TECTOBI CUrHaIu
Bi MPUCTPOLO.

[poToBa komn'toTepHa Meperka (Ethernet)

IHTepdeiic Ethernet BukopucToBy€eTbCA N9 06'€QHAHHA KOMNOHEHTIB cucTemu (MK
Ta KoHTponepiB) y Mepexy. [osxuHa kabenwo Ethernet 6e3 popaTkoBoro
obnagHaHHa Moxke cTaHoBuTM go 100 MeTpiB, mpu UbOMy 3abe3nedyeTbes
WBMOKICTb nepenadi maHmx no 100M6it/c. Ha puc. 17 nokasaHo npwukaagn
nigknodeHHs kabeno Ethernet.

12345678 12345678

KoHekTop 1 | KoHekTop 2

MpamMuin 06TKCK, NigKNOYeHHA 40 CBITYY abo poyTepa

ML

=

1. 6ino->koBTHi 1. 6ino->koBTWi “:IEE[[ E -:,EEE
2. XKOBTNIA 2. XKOBTNNA E‘
3. 6ino-3eneHui 3. 6ino-3enexuit IEEH
4. CnHi 4. CnHIn 1]
5. 6ino-cuHiin 5. 6ino-cuHiin 1
6. 3eneHnit 6. 3eneHnit
7. 6ino-Kopu4HeBnii 7. 6ino-KopuiHeBnit
8. KopuUHeBNiA 8. KopuuHeBNit

3BOPOTHIN 06TUCK, NiAKNIOYEHHA 40 KOMM'loTepa h2risere ST T
1. 6ino->koBTWiA 1. 6ino-3eneHnii -
2. )KOBTUM 2. 3eneHnit _‘IEIP!‘ % ||, [I I,
3. 6ino-3enenHuii 3. 6iN10->KOBTWA s % —
4. CnHi 4. CnHIn |||l|” G |
5. 6ino-cuHil 5. 6ino-cuHil I
6. 3eneHui 6. XKOBTNNA | ’ | 1l
7. 6ino-KopuYHeBMiA 7. 6ino-KopuiHeBnit
8. Kopu4HeBNi 8. KopuuHeBNi

Man.17. TligkniodyeHHs
kabento Ethernet
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[pn HanawTyBaHHI Ethernet KoMyHiKaTopa KOHTpPOepa Cif BUKOHATU:
. HanawTyBaHHSA NapaMeTpiB Mepexi KoHTponepa (npn BukopuctaHHi DHCP —
He 3a0alTbCa):

[0}
o
o

IP anpeca

Macka nigmepexi

IP appeca wnto3y (poytepa) iHTepHeT 1 (He0H0B'A3KOBO B IOKAbHIl
MepexKi)

IP anpeca wnto3y (poyTtepa) B iHTEPHET 2 (He0b0B'A3KOBO)
IP-anpeca DNS cepBepa 1 (AKLIO BWKOPUCTOBYETbCA Mepenava
OaHWX Ha JOMeHHe iM'q)

|P-anpeca DNS cepeepa 2 (Heo60B's13K0BO, AKLLO BUMKOPUCTOBYETHCS
nepefada gaHWx Ha AoOMeHHe iM's)

. HanawTyBaHHS KOMYyHiKallii 3 cepBepoM:

o

[0}
[¢]
[0}

|P abo DNS agpecy cepsepa 1

IP abo DNS agpecy cepepa 2 (agpeca U-PROX IC A)

[MopTw gocTyny (MOPT YMTaHHA Ta MoOPT 3amnucy)

YacToTa nepeBipKM KaHany 3B'A3Ky (HaAcUIaHHA TECTOBOMO CUMHanY)

[MopAAoK NporpaMyBaHHSA KOHTpOJepa

[MTporpamHe aii
3abe3neyeHHs
1. Bwu3HayeHHs pexkumy poboTn KOHTpOepa: aBTOHOMHKI abo vy
cknapi CKY
M3 2. HanawTtyBaHHA NMO4aTKOBUX MapaMeTpiB, a caMe MepeKeBUX
"KoHgirypaTop" HanawTyBaHb KOHTPOEpPa:
a. HanawtyBaHHAa cepsepa: IP-agpeca abo DNS im's
Yepes nopt USB cepBepa, NopTW AOCTYMY (MOPT YUTaHHS, MOPT 3anucy)
MyHKT d 3a HaasHocTi DHCP (ouHamiuHux agpec) vy
MepexKi He MOTPIBHO BMKOHYBaTH
b. YcraHoBKkM npucTpoto: IP-agpeca npuctpolo B
KoMn'toTepHin Mepexi, Macka nigmepexi, IP DNS
cepBepa, W3 B IHTepHeT
N3 CKY 3. TllipknoyeHHs Ta peecTpauia npuctpoto B8 13 CKY (oms.
nocibHuk 3i CKY/)
4. HanawTyBaHHA npucTpoto 3a gonomoroto CKY/[

a. HanawTyBaHHA OBeper: 0QHOCTOPOHHI ABepi abo
OBOCTOPOHHI ABepi, pexknm podoTn AHTUAYOb, Yac
BBeaeHHs PIN-kony (abo BUMKHEHO)
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HanawTyBaHHa Touyok npoxony: N2 3umTyBava, yac
npoxody, O03HakM "Hemae Tpusorm npu 3nomi",
"HeMae TprBOrM, AKLLO BIAKPUTO 3aHaATo 40Bro"
HanawTyBaHHA 34nTyBaYiB: TN 34MTyBaYa 26 abo 42
6iT

HanawTyBaHHA BXOAiB KOHTpPOMepa: TUM peakLii Ta
ToYKa Npoxoay (Hanpuknag, AaT4MK NPOXoAy, TouKa
npoxoay A Ta B; BinbHWIA Npoxif, Touka npoxoay B).
HanawTyBaHHs BMXOAiB KOHTpoOepa: T™n
BMKOPWUCTAHHA (3aMOK, crpeHa i T.4.), pexxuMm poboTn,
TPWBanNICTb IMNyNbCy (SKWO AOCTYMNHWIA Yy AaHOMY
PEXKUMI), TOUKa Mpoxoay, Wo YNpaBaae UMM BUXOOOM.

5. 3acobamu CKY/[ cTBOPIOETHCA CNCOK KOPUCTYBaYiB 3 HabopPOM
ineHTudikaTopiB Ta IxX [004aTKOBMX MNapaMmeTpiB, pPo3Knag
npaBWa NPOXOay Yepes NeBHi TOYKM Npoxoay (AMB. NOCIBHMK 3i
CKyL)

6. [licna dopMyBaHHA Ta 3aBaHTayKeHHs KoHgirypauii 3 N3 CKY/
NPUCTPI roToBMIA A0 POBOTU.

CepsBicHe 06cnyroByBaHHs

CKMAaHHS B 3@BOACHKI YCTAHOBKM

na noBepHeHHA KOHTPOMepa A0 3aBOACHKMX YCTaHOBOK CAif, BUKOHATK TaKi Ail:
1. BigokpuiiTe kopnyc KoHTponepa (nopywte TMP)

ok wnN

3HeCTpyMTe KOHTPOep

BcTanoBiTh nepemmyky FACT

[TopanTe xap4yyBaHHA

3ayekaiTe 40-50 cekyHp (abo, aKWL0 NiAKAYEHI 34MTYBaYi, 3a4eKaliTe Ha

WICTb KOPOTKMX CUIHanNiB, WO CUIHani3yloTb MPO YCMilHEe CKUOaHHS

KOHTpONepa)

6. 3HecTpyMmTe KOHTponep
7. 3HiMiTb nepemnyky FACT, 3akpuiiTe Kopnyc KoHTponepa (BigHoBiTE TMP)

8.

[Nepexin y perknum nporpamMyBaHHs

LLlob nepeBecTn KOHTPOMEP YV PEXKMM MPOrpaMyBaHHA, BUKOHaWTe Taki aii:
1. HeBUMUKaUM KUBNEHHSA, BIAKPUITE KOPNYC KOHTpoNepa (nopywte TMP)
2. Tligkntodite go pos'emy USB Kabenb i BMKOHaWTe HanawTyBaHHA npuniaay
3a 40MNOMOroto NporpaMHoro 3abesnevyeHHs "KoHdgirypatop"
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3aMiHa Mikpomnporpamu nNpucTpoio

1.

2.
3.
4

BinkpuiiTe kopnyc KoHTponepa (nopywTte TMP)

3HecTpyMTe KOHTpoep

BcTaHoBiTh nepemmyky FACT

[Miogknouite USB kabenb crnodaTky [0 Komn'toTepa, a MoTiM — A0
KOHTpoONepa

3a [onoMoro creuiaflbHoOro MporpamMHoro 3abesnevyeHHs BUKOHalTe
3aMiHy MIKpPOMpPOrpamuy KOHTposiepa

[licna 3aBaHTaKeHHsA nporpamMHoro 3abes3nevyeHHs B  KOHTPOSEpP
060B'A3Kk0BO 3aveKarTe 15-20 cexkyHa (abo, AKLWO NigKAYeHi 3UMTyBaYi,
[loYeKanTecs LWecTM KOPOTKMX CUMHaniB, WO CUrHanisylTb Mpo
33aBaHTaXKEHHS MiKpomporpamu) .

YBaral 3aBaHTakeHHs Mikpornporpamu Oyoe [OO03BOSIEHO /UlE MPOTAroM
nepwmx 10 cekyHA Micaa 3amycKy KOHTponepa.

3aBoachbKi HanawTyBaHHA

KomyHikaTop

DHCP yBiMkHeHa (He BcTaHoBneHo |IP KoHTponepa), agopecn cepepa CKY[ He

BKa3aHi

Bxoow (wneiidn)
/1 —-78 - Bigkno4eHo

Buxoau

Pene 1 -4 - Bigknto4eHo

3unTyBaui

Wiegand 42bit
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TexHiuHe 06CyroByBaHHA Ta PEMOHT
[[apaHTiiHe Ta nicnsarapaHTiiHe obcnyroByBaHHA KoHTponepis U-PROX [1P400
BMKOHYETbCA 0COBaMK UM OpraHisauiaMu, aKi oTpMManu Ha Lle NOBHOBaXKeHHS Bif,
BMPOOHMKa.

[apaHTirHI 3060B'A3aHHA
BurpobHuk rapaHTye BignosigHicTe KoHTponepa U-PROX [IP400 onucaHuMm y aaHin
IHCTPYKUii MapamMeTpaM MPOTAroOM rapaHTiiHOro TepMiHy 30epiraHHA Ta rapaHTiiHoro
TepMiHy ekcrnayaTauii Npy BMKOHaHHI yMOB 36epiraHHs Ta ekcrniyaTauii, BCTaHOBNeHMX
MM MOCIBHMKOM 3 ekcryaTalii.
["apaHTinHWI TepMiH 30epiraHHa — 6 MicauiB 3 AHS BUrOTOBEHHS.
[apaHTinHKI TepMiH ekcnayaTauii — 24 MicauiB 3 MOMEHTY BBEEHHA B eKCn/lyaTallito.
[TocTayaHHs NpWNadiB, HaBYaHHA MNEPCOHany, MOHTax, MyCKOHaNaroA»KyBanbHi poboTY
Ta rapadTiiHe obcnyroByBaHHsa koHTponepa U-PROX IP400 BMKOHYE BUMPOOHUK abo
opraHisauii, Wo oTpUManu BiANOBIAHI MOBHOBa)KeHHA Bif BUPOOHMKaA.
Y pasi npoBedeHHs MNyCKoHanarodyKyBalbHUX pPoO6IT opraHisalieo, Uwo He Mae
NMoBHOBa*KeHb BUPOOHMKA Ha MNPOBEAEeHHA UMX pobiT, crnoxkrBay no30aBNaeTbCs
rapaHTinHOro 06CyroByBaHHA.
[[apaHTiMHWI PEMOHT He NPOBOAMTHLCS, SKLLO BMPIO BUIAWOB 3 naay y pasi:

o HenpaBUIbHOIO NiAKMOYEHHS,
o HedoOTPMaHHA BUMOI OaHOro KepiBHVIU,TBa,
L] MeXaHiYHMX MOWKOOXKEeHb,

®  CTUXIMHOro Nuxa.
DipMa-BMPOOHNK MAE NPaBo BHOCUTW [0 KOHCTPYKLIi BUPOOY 3MiHW, WO HE BNMBaKOTL
Ha OCHOBHI TEXHIYHI XapaKTEePUCTUKM Ta HAAiINHICTb BUPOOY.
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